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There are no translations available.

CoTpynHukn kadbenpbl 6e30nacHOCT MHGOPMALMOHHBIX TEXHONOrMin HaunmoHanbHOro
aBMaLUMOHHOMO YHUBEPCUTETA, MEHEAXEP MO NHPOPMALIMOHHOK 6€30MacHOCTM KOMMaHU
«MIHponynbc YkpauHa» IMneb MNaxapeHko 1 oanH 3 OblBLIMX PYKOBOAUTENEN NoapasneneHns
no 6opbbe ¢ KOMNbOTEPHO NpecTynHocTbio CBY KoHcTaHTUH KopcyH nHnummposanm
co3[aHuve nepson B YKpanHe YHUBEPCUTETCKON KOMaHbl pearnpoBaHns Ha KOMMbIOTEPHbIE
WHUMOEHTbI.

He cekpeT, 4TO KONMYeCTBO KnbepnpecTynneHnii B YKpavHe, kak U BO MHOTUX OPYruxX
cTpaHax, Bo3pacTtaeT v cTanv BO3MOXHbl BCNeACTBUE BO3HUKHOBEHUS U Pa3BUTUS
rnobanbHOro MHOPMALMOHHOMO NPOCTPaHCTBA. I He CMOTPS Ha OTCYTCTBUE TOYHOM
cTaTUCTUKM 06 ypoBHE KNOEPNPECTYNHOCTMN B CTPaHE, KaxXablil N3 HAC 3HAET, KakOMy PUCKY
Mbl MOLBEPraemMcs, UCNob3ys, HaNnpUMep, cBon 6aHKOBCKME KapTOYkX A5 onnaThl B CETY
NHTepHer.

«KnbepnpecTynHoCTb — 3T0 Kak rnobanbHoe NOTENNEHNE — C HUM HeNb3s 6OPOTbLCSA TONbKO
B pamMkax OfHOW CTpaHbl, 30eCb Hy>XHbl 0bwwue ycunus»,- — rosoput I neb MaxapeHko— «A
YKpauHa, c ee eBponenckMMn CTPEMIEHNAMM, HE MOXET OCTaBaTbCs B CTOPOHe. IMeHHO
noatomy n 6bin co3paH CERT (cokpauweHHo ot Computer Emergency Response Team) Ha
6a3e HAY, OCHOBHOI LIeNblo KOTOPOro SBNSETCS KOOpAMHALMS Mep No 3P PEKTUBHOMY
NPOTUBOLENCTBUIO HECAHKLIMOHNPOBAHHBIM OEACTBUSAM B KOMMNbIOTEPHbIX ceTax HAY ».

NmeHHO rnobanbHblii xapakTep TeXHUYeckorn 6asbl KnbepTepnpecTynneHnii 1 nx LOCTYNHOCTb
onpenenunn ocobeHHbIe YepTbl 3TOro BrAa NPECTYNNEHWIA:

- BbICOKYI0 3(pPEKTUBHOCTb kmbepaTak, NocneacTBus, KOTOPbIX MOTYT UMETb rnobanbHbIl
xapakTep;

- MPOCTPAHCTBEHHYIO HEOMPedeNeHHOCTb UCTOYHMKA KubepaTaku;

- BPEMEHHYI0 HEONPEOENEHHOCTb M HECOOTBETCTBUE BO BpEMEHN cOBCTBEHHO KnbepaTtaku
1 npouecca ee NoAroToBKY;

- BO3MOXHOCTb OpraHM3auny CNoXHbIx kKnbepatak 04HOBPEMEHHO Ha pasfinyHble
NHGOPMAaLMOHHASA CUCTEMA C Pa3NINYHbIX HanpaBeHWA;

- @HOHMMHOCTb NPECTYNNeHus (415 COBEPLIEHNS NMPOBO3aKOHHOMO akTa 3/10YMbIWNEHHWKY
HeT HeobX0OMMOCTM NepecekaTb rpaHuLbl FOCY4aPCTB U HAXOOUTLCS HENOCPEACTBEHHO Ha
MecTe NPecTynneHusl);

- CHUXEHUE YPOBHSI MOPasibHO-MCMXONOrMYecKoro gaBneHust Ha cybbekT kubepartaku,
CBSI3aHHOE C NPOCTPaHCTBEHHO-BPEMEHHOM yAaneHHOCTblo 0T 06bekTa knbepartakm (BCs
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bopbba ans cybbekToB kKmbepaTtaky NPONCXoanT B BUPTYanbHOM KMOepnpoCcTpaHCTBe);
- [OCTYMHOCTb TEXHUYECKUX CPEACTB [/l COBEPLIEHMS NpecTynneHns (B 60nblmnHCTBE
cny4yaes ANs 3TOro Heob6xo0OUM TONIbKO KOMMbIOTEP C AOCTYMNOM B MHGPOPMALIMOHHYIO CUCTEMY);

- aKThbl Km6epnpeCTynneH|/||7| coBepuwarTcs nioabMn C BbICOKMM MHTENNEKTYA/IbHbIM
noTeHunanoMm.

Takmm 06pa3oM, MOXHO ckasaTb, YTO KMOEpnpecTynHOCTb - 3TO NPUMEHEHME ONPeLENEHHbIX
METOLOB ANs noapbiBa 6€30MacHOCTM UMK peann3aumnn yrpo3bl XxapakTepUCTMKaMm
6e30nacHOCTU pecypcam UHPOPMALMOHHbBIX CUCTEM MOCPELCTBOM NCMONb30BAHNS NX
ysizBumocTu. N anst Toro 4T06bl 06ecneynTb onpeaeneHHbIin ypoBeHb 6€30MacHOCTM pecypcoB
MHGOPMALMOHHBIX cuctem n 6bin co3paH CERT.

YHuBepcuteT bbin BbibpaH He cny4variHo. Tam ecTb Bce He0b6X0ANMMOE — MHOTOYNCNIEHHbIE
NONTHOLEHHbIE KOMMbIOTEPHbIE CETU, WMPOKOMONOCHbIN A0CTYN B IHTEPHET, 1 TanaHTIMBble
noan. B 6nnxanwem byayuem nnaHnpyeTcs NOAKMOYNTbL K NPoekTy 1 apyrue BY 3bl, mexay
KOTOpbIMK ByaeT yCTaHOB/EH pPerynspHbii 0OMeH AaHHbIMU 06 MHUMOEHTaX, CTaTUCTUKONR, a
Tak>xe HapaboTkamu Mo NPenoTBPALLEHMIO CYLECTBYOWMX Npobnem. Takum nyTem wnu B
CLWIA, EBpone, n MHOrux gpyrux ctpaHax, roe Ha ocHose cyuwecTsyowmnx CERT yyebHbIx
3aBeAeHNn Co34aBaNnNCh yXe KOMMEPYECKME OpraHn3aLnmmn, CnocobHble pewartb CepbeaHble
npobnembl B cdpepe VT 1 B3anMoaeinctsoBatb Kak 04HO LieNoe ¢ NogobHbIMM KOMaHaaMmn n3
OpYyrux cTpaH.
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